Student Name: ____________________________________

HCT Class: ______________________

Electronic Devices Non-Negotiables Policy (Laptops, Mobile Phones, etc)
The non-negotiables listed below direct your use of electronic devices for educational purposes at Holy Cross College.
You need to follow the rules for their use at school so that you maximise your learning and avoid any disruptions to the
learning of others.

Student obligations
1. Electronic devices have a legitimate educational use in many classes. The use of devices for learning, however, is
always at the teacher’s discretion.
2. Common courtesies must always apply to the use of electronic devices at school. This includes recess and
lunchtime, which provide an opportunity for social interactions. When the teacher addresses students, the
expectation is screens / devices
 down,  listen. Likewise, when a person speaks to a student, the student must
give the speaker his full attention. This involves putting devices aside and removing headphones to listen and speak.
3. Students must not expect to use laptops every lesson. It is expected, however, that laptops are always fully
charged overnight, brought to class and are available for use.
4. Every student must have a subject workbook for every lesson, as required by the teacher.
5. Textbooks that are not ‘soft copies’ on laptops must be brought to every lesson. It disrupts learning when students
do not have all necessary equipment for classes.
6. Students must not expect to be able to charge laptops in any period. However, teachers may approve a student to
charge his laptop in any period where it is considered necessary for the lesson, can be done in a safe manner (no
electrical cords across the floor) and the student has his own charger.
7. Students using technology to bully or harass is no different to such unacceptable behaviours in other areas of school
life. Students responsible for behaving in these unacceptable ways with technology will be disciplined accordingly.
8. Students must not have inappropriate screens / backgrounds / screen savers on electronic devices. Patrician
spirituality strongly affirms

the dignity of every person. Images that are not in keeping with the values of the dignity
of every person are inappropriate.
9. Student electronic devices should not be left unattended in school bags. The school does not accept responsibility
for expensive equipment that students bring to school and leave in unattended school bags. Electronic devices
should be kept on your person. If you need to leave your devices, it is your responsibility to ensure it is stored in a
secure location. Your teachers will generally be able to assist you in this.
10. If a student is repeatedly found to be using an electronic device inappropriately or in cases of serious misuse, it will
be confiscated. It will be stored in a secure location in the School offices. Office staff will not accept an electronic
device without explicit instructions from the teacher regarding its return. There will be parental contact to resolve the
issue.
11. Students are not permitted to have electronic devices during any formal examination. Having an electronic device
during a formal examination is a serious misdemeanour at both school and Board of Studies levels.
Teacher obligations
1. Every cycle, teachers are obliged to plan pen and paper writing tasks for students that complement the work done
on laptops.
2. It is an expectation that staff have mobile phones on silent during class time. It is inappropriate to take or make
personal mobile phone calls or send / receive SMS. Appropriate use of mobile devices includes roll marking,
responding to calls from the College office and educational/teaching purposes.
This policy is to be read in conjunction with the SCS Student Acceptable Use Agreement.
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HCT Class: ______________________

STUDENT ACCEPTABLE USE OF TECHNOLOGY AGREEMENT 2017
This Student Acceptable Use of Technology Agreement incorporates the use of all digital devices (e.g. laptops, mobile
phones, tablets, e-readers etc.) and online services provided by Sydney Catholic Schools (SCS). This Agreement also
includes cyber safety expectations and is to be read in conjunction with the SCS Anti-Bullying Policy.

The Student Acceptable Use of Technology Agreement MUST be signed by all students or parents of students
under the age of 10 enrolled at a Sydney Catholic school. Schools are to issue the Student Acceptable Use of
Technology Agreement without alteration, modification or change.

1.0 POLICY STATEMENT
1.1.

Allowing students to use digital devices and providing internet services in Sydney Catholic schools is done
so in order to support their educational and administrative needs. SCS acknowledges that it has a
responsibility to provide a safe and secure online service. These digital devices and services are
educational tools and must be used in a responsible manner. This policy recognises that there are
constant advances and changes in the use of technology (e.g. software, apps, information sharing, social
media platforms, new devices etc.). Therefore, students must seek advice and clarification from the school
as soon as possible when engaging with new or unfamiliar technology. Acceptable use is guided by the
following principles:
a)
Students must behave in an ethical manner when using digital devices, whether school owned or
student provided BYO devices to access resources, communicate and interact with others
b)
Online behaviour should at all times demonstrate a respect for the dignity of each person
c)
It is never acceptable to use school or personal digital devices to harass, bully or humiliate others.

1.2.

This policy informs parents and students of the schools’ expectations when students are using devices and
services provided by SCS at school, at home, or any time they are using them for education purposes. It
provides a framework for students when using their personal equipment to communicate to, or about
members of the wider school community. Students whose actions contradict this policy will be subject to the
school’s Pastoral Care Policy and/or the Student Management: Suspension, Transfer and Exclusion Policy.
This may include the withdrawal of access to services. Unacceptable material will be supplied to the NSW
Police or other relevant agency (e.g. Family & Community Services etc.) by school or SCS personnel.

1.3.

The school reserves the right to capture, store and review all online activity and content created or accessed
via school provided services. Materials collected will remain the property of the school and SCS. School
devices or BYO Devices may be confiscated or accessed where there is a reasonable belief that:
a)
There has been or may be a breach of the school rules or policy
b)
There may be a threat of harm to a student or others

1.4.

Students will be required to cooperate with a direction from the school in providing access to the BYO
devices. In an incident where this is required, parents of the students involved would be notified.

1.5.

Interaction with school staff on social media sites is only to occur in the context of a formal learning exercise
for which parents have previously given permission.

2.0 STUDENTS USING SCHOOL OWNED TECHNOLOGY
Students who use school owned devices have the following responsibilities:
2.1.
To care for the laptop / device to the best of their ability
2.2.
To keep the laptop / device secure and protect it from any malicious damage
2.3.
Return the laptop/device (and any inclusions such as power cords and carry case) in good order
2.4.
To follow all instructions and procedures set up by the school for the use of laptops/devices
2.5.
To only use the Internet within the school Internet filtering system provided
2.6.
To inform the teacher if the laptop / device needs charging
2.7.
Log off at the end of each session to ensure that nobody else can use their account
2.8.
Save all work produced and upload to their CloudShare Google Drive and not the device storage.

3.0 STUDENTS PARTICIPATING IN A BYOD PROGRAM
Students and families who are participating in a BYOD Program have the following responsibilities:
3.1.
To care for and keep the device secure at all times
3.2.
To acknowledge that the school cannot be held liable for any damage to or theft of BYO devices
3.3.
To bring the laptop / device to school each day in readiness for use in the classroom – this includes having
the battery charged and digital files effectively managed
3.4.
To only use the Internet within the school proxy and filtering system provided while at school
3.5.
To have all school requested apps installed on the device
3.6.
To ensure any BYO device is in good working order including running the current or immediately previous
operating system for the device
3.7.
To install the latest antivirus and anti-malware software to the device if appropriate
3.8.
To not have any “hacking” software installed on the devices
3.9.
To have purchased a BYO device that meets the published device specification requirements
3.10.
To not attach any BYO device to school owned equipment without permission of the school
3.11.
To be aware that schools have the explicit permission to monitor and audit BYO devices brought to school
by students
3.12.
To be aware that BYO devices may have their serial number and Media Access Control (MAC) address
recorded by the school for purposes of device identification.

4.0 DIGITAL CITIZENSHIP RESPONSIBILITIES
The Students Acceptable Use of Technology Agreement addresses the particular use of mobile technologies that has
come to be referred to as ‘Cyberbullying’ (see 4.3 below). The school will investigate and take action where this kind of
bullying occurs in school and outside of school when it causes significant harm to the relationships between students and
or teachers, is criminal in nature or has the capacity to impact on relationships across the wider school community.

4.1.

When using school or BYO devices to access school provided email and internet services
students will:
a)
Ensure that they access the internet only within the school proxy and filtering system provided
b)
Ensure that communication through internet and email services is related to learning
c)
Keep passwords confidential, current and private
d)
Log-off at the end of each session to ensure that nobody else can use their account
e)
Promptly tell their teacher if they suspect they have received a computer virus or spam (i.e.
unsolicited email) or if they receive a message that is inappropriate or makes them feel uncomfortable
f)
Seek advice if another user seeks excessive personal information, asks to be telephoned, offers gifts
by email or wants to meet a student
g)
Keep personal information including names, addresses, photographs, credit card details and
telephone numbers, of themselves or others private
h)
Use appropriate privacy controls for all internet and app based activities, i.e. location settings
i)
Ensure that school supplied services are not used for unauthorised commercial activities
unauthorised political lobbying, online gambling or any other unlawful purpose.

4.2.

When using the school supplied services or BYO devices at school students will not, and will not
attempt to:

a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)
4.3.

Disable settings for virus protection, spam and internet filtering that have been applied by the school,
and not attempt to evade them through use of proxy sites
Disable system provided apps e.g. Hapara Remote Control Extension
Allow others to use their personal accounts
Deliberately use the digital identity of another person to send messages to others or for any other
purposes
Enter ‘chat’ or ‘social networking’ internet sites without the permission of a teacher
Intentionally download unauthorised software, graphics or music that are not associated with the
learning activity as directed by a staff member
Search for or access inappropriate images, sexually explicit websites or material reasonably
considered objectionable, defamatory or offensive
Damage or disable computers, computer systems or networks or distribute damaging files or viruses
Disclose or upload personal information about another person (including name, address, photos,
phone numbers)
Take photos or video of other students, teachers or any other member of the school community
without their express consent
Publish copyright material without proper permission or creative common attributions

When using ICT to communicate or publish digital content students will never include;
a)
Unacceptable or unlawful material or remarks, including offensive, abusive or discriminatory
comments
b)
Threatening, bullying or harassing material or make unreasonable demands
c)
Sexually explicit or sexually suggestive material or correspondence, as per division 15A of the
Crimes Act 1900 (NSW)
d)
False or defamatory information about a person or organisation
e)
The school name, crest or any other identifying material without the written permission of the
Principal.
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STUDENT GOOGLE PLUS ACCOUNT ACCEPTABLE USAGE GUIDELINES
This document is to be read in conjunction with the SCS Student Acceptable Use Agreement, 2017 and the Holy Cross
College Devices Non-Negotiables.

Google Plus is a social networking tool that can provide dynamic collaboration and communication opportunities for
students in 21st Century learning environments.
1.
2.
3.
4.
5.
6.
7.
8.

Selected Students in Sydney Catholic Education Office schools have a Google Plus student account, as part of
the Google CloudShare Virtual Learning Environment.
This account is only to be used for school purposes to utilise social networking and video calling ‘Hangout’
capabilities as part of a student’s coursework.
The student account’s Google Plus profile is only to be used by the owner of that account or a teacher at the
school. No other person may use the account’s Google Plus profile.
All posts on Google Plus from a student account are permitted only to predefined circles of students and teachers
and not posted publicly unless directed by a teacher.
In Google Plus posts including video, Youtube settings must be set to “UNLISTED” (not Private or Public) so that
the video cannot be searched for and can only be accessed via the link included in a post
The student should not attempt to upload and post to Google Plus videos or music that are subject to copyright.
Student Google Plus public posts will be monitored by the school using Hapara Teacher Dashboard.
In addition to the guidelines above, please observe the abbreviated summary of the following Policies and
Principles outlined by Google. Due to the nature of the technology, these policies and principles may be changed
at any time so check the url reference below regularly.

Google Plus: User Content and Conduct Policy
Full version available here: http://www.google.com/intl/cz/+/policy/content.html
1. Illegal Activities: Do not use our products to engage in illegal activities or promote dangerous and illegal acts.
2. Malicious Products: Do not transmit viruses, malware, or any other malicious or destructive code...
3. Hate Speech: Do not distribute content that promotes hatred or violence towards groups of people...
4. Personal and Confidential Information: Do not distribute other people’s personal and confidential information...
5. Account Hijacking: Do not access another user’s account without their permission...
6. Child Exploitation: Do not upload or share content that exploits or abuses children...
7. Spam: Do not spam, including sending unwanted promotional or commercial content...
8. Ranking Manipulation: Do not manipulate ranking or relevancy using techniques...
9. Sexually Explicit Material: Do not distribute content that contains nudity, graphic sex acts, or sexually explicit
material..
10. Harassment and Bullying: Do not harass or bully others...
11. Violence: Do not distribute depictions of graphic or gratuitous violence.
12. Impersonation or Deceptive Behavior: Do not use our products to impersonate.
13. User Profile Name: …. use the name your friends, family or co-workers usually call you when creating a Google+
profile.
14. Regulated Goods and Services: …. our service is not ready to support the marketing of any regulated products at
this time.
15. Contests and Promotions: Do not run contests, sweepstakes, or other such promotions directly on Google+...
Please note: In the event of a breach of these Guidelines the Student Management Policy of the College will be enacted.

STUDENT ACCEPTABLE USE OF TECHNOLOGY AGREEMENT FORM 2017
Student Name: ____________________________________

HCT Class: ______________________

PARENT AGREEMENT
I/we have discussed this policy with my/our child and we agree to uphold the expectations of the school in relation to the
use of digital devices and services both at school and, where relevant, outside of school. We understand that a breach of
this policy will incur consequences according to the school’s Pastoral Care Policy and that we will be responsible for
replacing or repairing a school issued laptop/device that may be damaged, lost or stolen.

Signed: ____________________________________________________
(Parent/s or Caregiver/s)

Date: ________________________

STUDENT AGREEMENT
I have read and discussed this policy with my parent/caregiver and I agree to be a responsible digital citizen and always
uphold these rules both within and outside of school.

Signed: ____________________________________________________
(Student)

Date: ________________________

(Student - not required for children under 10 years of age. Parent signs on behalf of the student).

PARENT PERMISSION TO PARTICIPATE IN E-LEARNING ACROSS ALL CURRICULUM
AREAS INCLUDING THE ICT GENERAL CAPABILITIES IN THE NSW BOS SYLLABUS:
Teachers may incorporate the use of online web content creation tools and sites including the CloudShare (Google Apps)
Virtual Learning Environment during the course of supervised learning activity. Access to CloudShare is predicated
on the provisioning of a Google Email account. Parents are requested to give permission for students to register for
these sites by completing the form below. Details of the SCS policy on the use of Web 2.0 sites and learning communities
can be found in the Staff use of Social Media in Sydney Catholic Schools Policy.
As Parent/s / Caregiver/s, I/we give permission for my child to:
❏ Use their school Gmail account for education purposes
❏ Access the Internet using a username and password
❏ Publish work created by students, credited by student’s first name only
❏ Communicate and collaborate with others within the school, and organisations outside of the school, with
approval from teachers
❏ Use a variety of websites, including registration and the use of usernames and passwords, for educational
purposes including CloudShare (Google Apps for Education).

Please indicate your permission by ticking the appropriate boxes above. The preferred option would be for all
boxes to be ticked so that students are able to make optimum use of the technology and actively participate
in all lessons.
Signed: ____________________________________________________
(Parent/s or Caregiver/s)

Date: ________________________

Signed: ____________________________________________________
(Student)

Date: ________________________

